DDoS TEST SCOPE DETERMINATION FORM

Distributed Denial of Service (DDoS) / Load & Resilience Testing - Scope & Authorization
inDDoS by NESIL Teknoloji - TSE Class A Certified Penetration Testing Firm

Form No: NT-DDoS-KBF-01 Rev. No: 01 Date:

1. CUSTOMER & CONTACT

COMPANY /| ORGANIZATION NAME

AUTHORIZED PERSON (NAME) PHONE / EMAIL

TECHNICAL CONTACT (24/7) TECHNICAL CONTACT PHONE

2. TARGET - LAYER MATRIX

Mark the attack layer(s) to apply for each target. Multiple layers or "All* may be selected.

L3 Network: ICMP/IP flood ¢ L4 Transport: SYN/ACK/UDP flood, amplification ¢ L7 Application: HTTP flood, Slowloris, DNS/TLS flood

Target (domain / IP /| CIDR)
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All Notes /| Custom Vector
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OUT-OF-SCOPE SYSTEMS (WILL NOT BE TESTED)

3. TEST PARAMETERS & SCHEDULING

TARGET TRAFFIC (Gbps | Mpps) MAX REQUESTS (RPS) SOURCE IPs | BOT COUNT

TEST INTENSITY
(O Low [ Medium (O High (7 Gradual ramp-up

START (DATE / TIME) END (DATE / TIME) TEST WINDOW

4. ENVIRONMENT & PREREQUISITES

ENVIRONMENT
(3 Production (O Test/ staging
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HOSTING / CLOUD PROVIDER DDoS PROTECTION / CDN /| WAF

ISP | CLOUD PROVIDER NOTIFIED?
3 Yes O No (3 Not required

[j Current backups taken. [:] Monitoring active. D Relevant teams (NOC/SOC) notified. D Written approval from the system owner is on file.

5. EMERGENCY & TEST ABORT

EMERGENCY CONTACT /| PHONE (24/7) ABORT CODE WORD

ABORT CRITERIA (service outage, data loss, etc.)

6. AUTHORIZATION DECLARATION & SIGNATURES

The customer representative declares that they are the owner of the target assets specified in this form, or are legally authorized to have them tested, and that third-party
(hosting / cloud / ISP) permissions will be obtained where required. Testing is carried out solely within the scope, layers, parameters and time window defined in this
form. Information obtained is kept confidential under the applicable data-protection and confidentiality obligations (Turkiye KVKK Law No. 6698 / GDPR where
applicable).

C] | am the owner of / hold written authority over the target assets, and | approve the scope.

(7] Third-party permissions and data-protection obligations are accepted.

CUSTOMER (Authorizer) TESTING FIRM (NESIL Teknoloji)

NAME NAME
TITLE | DATE TITLE | DATE
SIGNATURE | STAMP SIGNATURE | STAMP
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